Theorem For every quantum operation on an open system P :
M, — My, there exist » € N and Fi,...,F. € My, such that

S F/F; =1, and
M x N

for all A € M,,.

j=1

This is called the operator sum representation of the quantum oper-
ation. The matrices F1, ..., F, are called the Kraus operators of the
operations.

Proof. Suppose ® : M,, — M,, is an quantum operation.

We may assume that ®(p) is the partial trace of

Ulo @ p)U' € My, with nk = mr.

Here U may depends on ¢. By purification, we may assume that
o = Fy1 so that

Fy

O * *

U(U®p)UT:U<g 0>UT: | p(FE| - | )
F,

with diagonal blocks FlpFlT, e ,FrpFﬂL so that

tr1(U(o ® p)UT = E:FpFJr

Here (FlT, ..., F) are the first n rows of U'.
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Remark quantum channels are trace prese”ring ¢ positive
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summing up to 1. Then & : M,, — M,, defined by

(A for all A € M, 5) @(7"\\
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Quantum channels and Measurements

When a quantum state p is transmitted through a quantum chan-
nel, it will interact with the external environment. So, we may re-
gard the transmission as a process of letting the quantum state going
through a quantum operation of an open system, and assume the re-

ceived state has the form
T
p=3 o]
j=1

Here Fi,..., F, are the Kraus operators caused by the influence of
the environment on p. In this context, Fi,..., F, are known a the

error operators.

Positive Operator-Valued Measure (POVM)

e Eigenprojections of A.

Quantum measurements can be viewed as quantum operations
on open systems. As mentioned before a Hermitian matrix
A=370_1 AjIAj)(Aj| is associated with an observable. If a state
p € D, goes through the measurement process corresponding
to A, the state p will “collapse” to one of the pure states |\;)(\;]
with a probability tr (Ap).

e Projective measurement.

In general, if A = ijl AjPj, where P; is the projection oper-
ator corresponding to the eigenvalue \; for the distinct eigen-
values A1,...,As of A. In such a case, the projective mea-
surement of p under the measurement associated with A is

the quantum operation —_ —

where p; = tr (P;pP;) = tr (pP;) and the set {Pi,..., P} sat-
isfies the completeness relation y PijT => ;Pp=1

—_ \

P,
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e POVM. for any positive semidefinite matricdg @1, . . .,
such th\a[@l + o+ szathere are Mq,...,M, € M,
such that M JT M; = @;. The measurement operators are then

associated with the quantum operation

,
p > D MipM]
j=1

so that p will change to the quantum state piijpM; with a

probability p; = tr (Mij;-r) =tr(pQ;). Theset {Q1,...,Qr} =
{MlTMl, e MJMT} is known as the positive operator-valued
measure (POVM).

Example Suppose Bob will be given a quantum state chosen from
the linearly independent set of unit vectors {|i1),...,|tm)}, which
may not be orthonormal. He can construct the following POVM
{Q1,..., Qm41} such that he will know for sure that |¢; is sent to him
if the measurement of the received state yields Q; if Q; = [¢;)(®;|/m,
where (¢;]¢;) =1 and (¢;|¢;) =0 for all i # j for j =1,...,m and
Qmy1 = I — Z;n:1 Q;. Evidently, a measurement of [¢;)(1;]| will
yield @Q; or Qm41.




Fidelity

Definition Let p1, po € D,. Then the fidelity is defined by

Here, \/p1 is the positive semi-definite §quére rbot of p1, and /p1p2+/p1
is positive semi-definite so that we can take its positive semi-definite

) ; Sp

and the following conditions hold.

square root.

Theorem Let p1,p2 € S
-+ > Sy, then

(1) For any unitary U, F(UpUT, UpoUt) = F(py, p2). <f ?
R}

(2) If py or py is a pure state, then F(p1, p2) = tr (p1p2).

(3) We have - _'\ F (
F(p1,p2) €10,1]. x
The equality Fi il, p2) = 1 holds if and oplyMe

equality lds if and only if/tr (p1p2) = 0))equiv-

alently, ‘0705 = 0 for any positive numbers r, s. ﬁ ?}f O



e The trace distance:LH ‘,
of p—o. -

e The relative entropy of two quantum states p. o € D, defined
by -

—trplno +trplnp

is another méasure of the difference bet € two quantum
states. If there is [v) € C™ such that o|v) = 0 and (v|p|v) # 0,

then S(p|lo) = 0.

e The von Neumann entropy of a density matrix is defined as

where In is the natural log function. ?
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Quantum Key distribution

Information are encrypted as 0 — 1 sequences. Alice and Bob use a -

Quantum properties offer solutions.




BB84 (Bennett and Brassard, 1984)

lice a b usew bases for photon states: By =
)BQ ’fO 7‘fl>}

[ J
) [ l‘\ \{‘l bases randomly.
& ! 2'/10 ob measures the received photons, each with one of the two

-2

bases randomly.

Then they exchange notes and identify the photons that were
sent and measured using the same bases. There should be
roughly 2NN such photons.

They will use N of them to detect whether there is an eaves-

dropper, Eve, tampering their information.

If Eve does intercept, the best things for her to do is to use
Bi and Bs bases to measured the intercepted qubit, and then
sends the measured qubit to Bob, using the same basis she
obtains the measured result.

Now, consider two cases. If Alice and Bob both used Bj, they
should get a perfect match of information. However, if Eve has
applied By or Bg, about 1/2 of the times she would use Ba,
and sent out the bit so that 1/2 of the times that Bob will get
the measured results agree with the photon sent by Alice.

The same holds if both Alice and Bob used B2. So, roughly
1/4 of the N-bits would disagree. Alice and Bob would deduce
that someone has intercept the information if there is a huge
discrepancy in the N-bits comparison, and should retry the

process.




’ B92 Protocol] /( \l / (/ 3
— m \ 'S
e Afice sends 8N pHotons to Bob usi o) for 0%and |fo) foryl. )

e Bob measures the received photons andomly, )

e Suppose Alice sends |ep). If Bob uses By, he will obtain |ep);
if Bob uses Bs, he will obtain |fy) or |f1). If he gets |f1), he
knows that Alice has sent |ep).

e Suppose Alice send |fp). If Bob uses Bg, he will obtain |fy); if
he uses Bi, he will obtain |ep) or |e1). If he gets |e1), he knows
that Alice has sent fy).

e There are roughly 2NV photons that Bob will know with cer-
tainty.

e He will use NV of them to check the presence of Eve.

e If Eve indeed present, 1/16 of the bits will fails to match.

Eve Bob Probability Bob Reports
1/8
1/16 \/
\ A6 len)
1/3 N Z N
V2ey) 1/16
2 16%) 132
Alice \2\1)”3 A
:/4 Ifo) 18
771 leo) 1716
@1/16 o) N
1/4
7 o) 132
— N
1/2@ g Lusong) I
(=) 6 /
'ﬁ o) 1116 \ é
1741 leo) 1732

(eqfiu 32 [fa) >



There are E91 and BBM92 protocols using entangled pairs and
Bell-Inequalities to check the presence of Eve.

10



